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Claim Rejections - 35 USC § 101 

1. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

Claims 8-10 are rejected under 35 U.S.C. 101 because the claimed invention is directed 

to non-statutory subject matter. 

Claims 8-10 discloses for controlling a computer and then distributing a key use 

to decrypt encrypted information. For the claim to be statutory the program must be 

implemented in a computer readable medium (storage). The claim as read can be 

considered by one of ordinary skill in the art as software per se, and therefore does not 

appear to be implemented in a computer readable medium (storage). 



Claim Rejections - 35 USC § 102 

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

3. Claim 1-14 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Matsuzaki et al (US 6,81 3,357 B1 ). 

Regarding claim 1, Matsuzaki discloses a cryptographic communication system 



comprising: a key distribution server for distributing a key used to decrypt encrypted 
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information (col. 11, Ijnes 35-47; col. 12, lines 45-67; col. 13, lines 1-10); and a specific 
number of subscriber terminals using said information (col. 11, lines 35-47; col. 12, lines 
45-47), wherein said key distribution server distributes: an encrypted first group key 
used to decrypt said information (col. 13, lines 30-50); individual decryption information 
corresponding to said specific number of subscriber terminals and used to perform 
decryption of said first group key (col. 14, lines 1-49); and individual key update 
information corresponding to said specific number of subscriber terminals and used to 
perform a part of decryption of a second group key, said second group key being 
updated after a group key is updated, and wherein said specific number of subscriber 
terminals decrypt said first group key distributed from said key distribution server by use 
of results obtained by processing operations performed based on said key update 
information previously obtained and used to decrypt said first group key, as well as by 
use of said decryption information distributed from said key distribution server (col. 15, 
lines 1-44). 

Regarding claim 2, Matsuzaki discloses the cryptographic communication system 
according to claim 1 , wherein said specific number of subscriber terminals implement a 
part of decryption of said group key, said decryption being performed using said 
individual key update information, before distribution of said group key (col. 38, lines 1- 
67; col. 39, lines 1-21). 

Regarding claim 3, Matsuzaki discloses the cryptographic communication system 
according to claim 1, wherein said key distribution server distributes to said specific 
number of subscriber terminals key update information, used to decrypt said first group 
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key, together with a third group key, said third group key being in a state before said 
third group key gets updated to said first group key (col. 31, lines 10-67; col. 32, lines 1- 
67). 

Regarding claim 4, Matsuzaki discloses the cryptographic communication system 
according to claim 1 , wherein in the event where said key distribution server updates 
said group key, said key distribution server determines which subscriber terminals 
among said specific number of subscriber terminals are to be excluded and distributes 
to said specific number of subscriber terminals, together with said group key being 
updated, said decryption information used by remaining subscriber terminals other than 
said subscriber terminals to be excluded to make said remaining subscriber terminals 
able to decrypt said group key being updated (col. 31, lines 10-67; col. 32, lines 1-67). 

Regarding claim 5, Matsuzaki discloses a key distribution server for distributing a 
key used to decrypt encrypted information, comprising: means for generating a first 
group key used to decrypt said information and encrypting said first group key (col. 32, 
lines 53-62); means for generating individual decryption information used to perform 
decryption of said first group key and corresponding to subscriber terminals (col. 32-, 
lines 63-62; col. 33, lines 1-57); means for generating individual key update information 
used to perform a part of decryption of a second group key, said second key being 
updated after a group key is updated, and corresponding to said subscriber terminals 
(col. 32, lines 53-62; col. 33, lines 1-67; col. 34, lines 1-19); and means for distributing 
said first group key, said decryption information and said key update information to said 
subscriber terminals (col. 32, lines 53-62; col. 33, lines 1-67; col. 34, lines 1-19). 
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Regarding claim 6, Matsuzaki discloses the key distribution server according to 
claim 5, wherein said means for generating said decryption information determines 
which terminals among said subscriber terminals are to be excluded and generates said 
decryption information used by remaining subscriber terminals other than said 
subscriber terminals to be excluded in order to make said remaining subscriber 
terminals able to decrypt said group key (col. 32, lines 53-62; col. 33, lines 1-67; col. 34, 
lines 1-19). 

Regarding claim 7, Matsuzaki discloses a terminal device comprising: means for 
retrieving from a specific key distribution server a group key encrypted to decrypt 
encrypted information and decryption information used to decrypt said group key; 
means for performing a part of decryption of said group key before distribution of said 
group key; and means for decrypting said group key by use of results obtained by 
processing operations performed based on a part of decryption of said group key and 
said decryption information retrieved from said key distribution server (col. 32, lines 53- 
62; col. 33, lines 1-67; col. 34, lines 1-19). 

Regarding claim 8, Matsuzaki discloses a program for controlling a computer and 
then distributing a key used to decrypt encrypted information, said program making said 
computer have capabilities including: a function of generating a first group key used to 
decrypt said information and encrypting said first group key; a function of generating 
individual decryption information used to perform decryption of said first group key and 
corresponding to subscriber terminals; a function of generating individual key update 
information used to perform a part of decryption of a second group key, said second key 
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being updated after a group key is updated, and corresponding to said subscriber 
terminals; and a function of distributing said first group key, said decryption information 
and said key update information to said subscriber terminals via specific communication 
means (col. 32, lines 53-62; col. 33, lines 1-67; col. 34, lines 1-19). 

Regarding claim 9, Matsuzaki disclose the program according to claim 8, wherein 
said function of generating individual decryption information determines which 
subscriber terminals among said subscriber terminals are to be excluded and generates 
said decryption information used by remaining subscriber terminals other than said 
subscriber terminals to be excluded in order to make said remaining subscriber 
terminals able to decrypt said group key (col. 32, lines 53-62; col. 33, lines 1-67; col. 34, 
lines 1-19). 

Regarding claim 10, Matsuzaki discloses a program for controlling a computer 
and then achieving a specific function, said program making said computer have 
capabilities including: a function of retrieving from a specific key distribution server a 
group key encrypted to decrypt encrypted information and decryption information used 
to decrypt said group key via specific communication means; a function of performing a 
part of decryption of said group key before distribution of said group key; and a function 
of decrypting said group key by use of results obtained by processing operations 
performed based on a part of decryption of said group key and said decryption 
information retrieved from said key distribution server (col. 32, lines 53-62; col. 33, lines 
1-67; col. 34, lines 1-19). 
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Regarding claim 11, Matsuzaki discloses a recording medium recording a 
program thereon for controlling a computer and then distributing a key used to decrypt 
encrypted information, said program being made readable by said computer so as to 
make said computer have capabilities achieved though use of said program, said 
program including: a function of generating a first group key used to decrypt said 
information and encrypting said first group key; a function of generating individual 
decryption information used to perform decryption of said first group key and 
corresponding to subscriber terminals; a function of generating individual key update 
information used to perform a part of decryption of a second group key, said second key 
being updated after a group key is updated, and corresponding to said subscriber 
terminals; and a function of distributing said first group key, said decryption information 
and said key update information to said subscriber terminals via specific communication 
means (col. 32, lines 53-62; col. 33, lines 1-67; col. 34, lines 1-19). 

Regarding claim 12, Matsuzaki discloses a recording medium recording a 
program thereon for controlling a computer and then achieving a specific function, said 
program being made readable by said computer so as to make said computer have 
capabilities achieved though use of said program, said program including: a function of 
retrieving from a specific key distribution server a group key encrypted to decrypt 
encrypted information and decryption information used to decrypt said group key via 
specific communication means; a function of performing a part of decryption of said 
group key before distribution of said group key; and a function of decrypting said group 
key by making use of results obtained by processing operations performed based on a 
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part of decryption of said group key and said decryption information retrieved from said 
key distribution server (col. 32, lines 53-62; col. 33, lines 1-67; col. 34, lines 1-19). 

Regarding claim 13, Matsuzaki discloses a key sharing method for making a 
specific number of terminals share a key used to decrypt encrypted information, said 
specific number of terminals making use of said information, said method comprising: a 
step of making said specific number of terminals perform a part of decryption of an 
encrypted group key used to decrypt said information before distribution of said group 
key; a step of distributing to said specific number of terminals said group key and 
individual decryption information used to perform a part of remaining decryption other 
than said part of decryption of said group key and corresponding to said specific 
number of terminals; and a step of making said specific number of terminals perform 
decryption of said group key using said decryption information being distributed and 
results obtained by performing a part of decryption of said group key, said part of 
decryption previously being performed (col. 32, lines 53-62; col. 33, lines 1-67; col. 34, 
lines 1-19). 

Regarding claim 14, Matsuzaki discloses the key sharing method according to 
claim 13, wherein information used to perform said part of decryption is distributed in 
advance of distribution of said group key to said specific number of terminals together 
with said group key, said group key being in a state before being updated (col. 9, lines 
30-62). 

Conclusion 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Esteve Mede whose telephone number is 571-270- 
1594. The examiner can normally be reached on Monday thru Friday, 8:30-5:00 PM, 



If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on 571-272-3865. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

Esteve Mede 
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